Bubipkosun 6nok. MNMepenik 2

ANCUUNIIHA «MPOAYKTUBHICTb TA BE3MNMEKA NMPOrPAMHOIO 3ABE3IMNEYEHHA»/
PERFORMANCE AND SECURITY OF SOFTWARE SYSTEMS

AHoTauifa. JucumnniHa «lpogykTuBHICTE Ta 6e3neka NporpamMmHoro 3abesneyeHHs» HanexuwTb 0o
nepeniky gucumniid BinbHoro snbopy. BoHa 3abe3neuye npodeciiHnii po3BMTOK, CPSIMOBaHWIA Ha
hbOpMyBaHHA KOHLENTYanbHUX Ta METOAOSIONYHMX 3HaHb Y ranysi iHpopmauiHMX TeXHOMOoriNn,
BMIHHSA KPUTUYHO aHanidysaTtu, OLiHIOBATW i CUHTE3yBaTW HOBI Ta KOMMMEKCHI igel, aHanidysatu
CKMagHi nporpamMHi CMCTEeMW, BMiHHS 34INCHIOBATU pauioHanbHWi BMOIp Migxo4iB NpOeKTyBaHHS,
nobyanoBu Ta NiATPUMKN NporpaMHMX cuctem. B pamkax gncumnniim BUBYaKOTLCS OCHOBHI MPUHLUMAN
Ta MeToau nobyaoBu HafiiHUX Ta €PEKTUBHUX NPOrpaMHUX CUCTEM 3 BUKOPUCTAHHAM Cy4acHMX
nigxoAiB Ta iHCTPYMEHTanbHUX 3acobis.
The course “Performance and security of software systems” belongs to free choice disciplines. It
provides professional progress directed on formation of conceptual and methodological knowledge
in area of informational technologies, ability to analyze, estimate and synthesize new and complex
ideas, analysis of sophisticated software systems and applications, making rational choices and
decisions during design, development and maintenance of software systems. Within a frame of this
discipline, there is a study of basic principles and methods of building secure and efficient software
systems using modern approaches and tools.
MeTa HaBYanbHoOI gucumunniHn: HopMyBaHHS TEOPETUYHMX 3HAHb Ta MPAKTUYHUX YMiHb B ranyasi
NPOAYKTUBHOCTI Ta 6e3nekn MporpaMHUX CUCTEM, 30KpemMa BUKOPUCTAHHA Cy4YacCHWX Mopernen,
nigxoAdiB Ta iHCTpyMeHTanbHUX 3acobiB ANA NowyKy Henonikie, NOB’A3aHMX 3 NPOAYKTUBHICTIO Ta
6e3nekoto, NigBULLIEHHA NapaMeTpiB NPOAYKTUBHOCTI, 30KpeMa Yacy BUKOHAHHS Ta BUKOPUCTaHHS
nam’aTi, YHUKHEHHS PO3NOBCIOIKEHNX BPa3nmMBoCTen 6e3neku.
The aim of the course “Performance and security of software systems” is to form theoretical
knowledge and practical skills related to modern aspects of performance and security of software
systems, using modern models, approaches and tools to detect issues with performance and
security, improve performance metrics such as execution time and memory usage, avoid common
security vulnerabilities.
MonepeaHi BUMorn: AcnipaHT MOBMHEH 3HATU: MPUHLUUMNM OpraHi3auii Ta apXiTeKTypy Cy4acHuX
NporpamMHMX CUCTEM, MepeXeBi NPOTOKONU, BED Ta MOBINbHY Po3pobKy, NaTepHU apxiTekTypu Ta
NPOEKTYBaHHS, NPUHLMNM Ta METOAONOrii NPOrpamMHOI iHXeHepii, CydacHi MOBM MporpamyBaHHs,
6ibnioTekn Ta dperM-BOpPKN.
AcnipaHT NOBMHEH BMITW: aHanisyBatn Ta dopmanidyBaTi BMMOIM, NPOEKTyBaTh, po3pobnatu Ta
TecTyBaTU MPOrpamHi CUCTEMM 3 BUKOPUCTAHHAM CydacHWX MOB MNporpamMyBaHHs, GibnioTek Ta
dhpenmMBOpKIB.
The graduate student should know: organization principles and architecture of modern software
systems, network protocols, web and mobile development, architecture and design patterns,
software engineering principles and methodologies, modern programming languages, libraries and
frameworks.
The graduate student must be able to: analyze and specify requirements, design, implement, test
and verify software systems using modern programming languages, libraries and frameworks.
3micToBHiI moayni:
= [Introduction. Principles and models of software systems performance. Measuring
performance of software systems.
= Improving performance on source code level.
= Performance of network applications. Performance aspects on server, client and during
network transfer.
= Performance of data processing.
= Scalability of software systems.
= Principles and models of software systems security.
= Common vulnerabilities in modern software systems and approaches to avoid and mitigate
these vulnerabilities.
= Principles of improving security of applications against possible future vulnerabilities.



= Designing software to meet performance and security requirements. Balancing
performance, security and other functional and non-functional requirements.
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